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Disclaimer

The information or recommendations contained herein are provided "AS IS" and intended for
informational purposes only and should not be relied upon for operational, marketing, legal,
technical, tax, financial or other advice. When implementing any new strategy or practice, you
should consult with your legal counsel to determine what laws and regulations may apply to
your specific circumstances. The actual costs, savings and benefits of any recommendations or
programs may vary based upon your specific business needs and program requirements. By
their nature, recommendations are not guarantees of future performance or results and are
subject to risks, uncertainties and assumptions that are difficult to predict or quantify.
Assumptions were made by us in light of our experience and our perceptions of historical
trends, current conditions and expected future developments and other factors that we
believe are appropriate under the circumstance. Recommendations are subject to risks and
uncertainties, which may cause actual and future results and trends to differ materially from
the assumptions or recommendations. Visa is not responsible for your use of the information
contained herein (including errors, omissions, inaccuracy or non-timeliness of any kind) or any
assumptions or conclusions you might draw from its use. Visa makes no warranty, express or
implied, and explicitly disclaims the warranties of merchantability and fitness for a particular
purpose, any warranty of non-infringement of any third party's intellectual property rights, any
warranty that the information will meet the requirements of a client, or any warranty that the
information is updated and will be error free. To the extent permitted by applicable law, Visa
shall not be liable to a client or any third party for any damages under any theory of law,
including, without limitation, any special, consequential, incidental or punitive damages, nor
any damages for loss of business profits, business interruption, loss of business information, or
other monetary loss, even if advised of the possibility of such damages.
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Agenda

Third Party Risk Initiatives and Visa Europe Integration

Unregistered Agent Campaign

Visa Tool and Resource Enhancements

Resources

Questions and Answers
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Third Party Risk Initiatives




What is a Third Party Agent?

VisaNet Processors
Card Vendors
Trusted Service
Managers
Terminal Vendors
Independent Sales
Organizations (ISOs)
Encryption Support
Organization (ESOs)
Third Party Servicers
Merchant Servicers
Payment Facilitators
_ 3D Secure Access
Merchants J o i " Cardholders Control Services

r - f Cloud-based
Payment Provider
Token Vault Service
Provider
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New players and technologies are
transforming the payment landscape
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As the payment landscape evolves,
maintaining consumer trust is key

Emerging technology such as
mobile, social media, introduce
new threats VISA [ IGNATURE
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Criminals are evolving quicker
than detection and response

Consumers and regulators’
concerns about online security
and privacy are rising

Effect of a data breach on a
company'’s reputation can be
catastrophic
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Choosing the Right Partner Elevates Security

f%

Providers

|

Qualified
Integrators/ /
\ Resellers
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Elevating Focus on Third Party Visibility

Scale adoption of secure technologies and security standards in the ecosystem by
leveraging trusted service providers on the Visa Global Registry of Service
Providers ( )

1. Move merchants from non-compliant to
trusted service providers

2. Drive service providers to validate against PCl
DSS v3.2

3. Awareness campaign to promote trusted 201 7
service providers and the Registry

4. Working together to promote payment v
security
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http://www.visa.com/onthelist

Unregistered Agent Campaign




Agent Registration Drive Current Status

900 Agent Identifications
as of March 13, 2017/

AP CEMEA LAC NA EU

8% 2% 1% 64% 25%
: i Reqistered Agent Types
Size of Agents Identified Merchant Servicer — 81%
A59% Level Payment Facilitator — 14%
559, | evel 2 Third Party Servicer — 4%

Independent Sales Org — 1%

Securing Merchants

North America: Successfully migrated 15,000 small merchants to a
validated service provider by outsourcing the unregistered agent’s
payment functions to another compliant, registered service provider.
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Tool and Resource Enhancements




Visa Global Registry of Service Providers Enhancements

1. Display service provider brand logo and tagline

Visa Inc. (including Visa Debit Processing and

IntelliLink Compliance Management)
V’SA SAN FRANCISCO CA, US.A.

Website:

Email:

Visa Inc. is a global payments technology company that connects consumers, businesses, financial institutions & governments in more than 200
countries & territories to fast, secure & reliable electronic payments. Visit usa.visa.com/about-visa, visacorporate tumblr.com, @VisaMews.

Concord
o

?erléel ey
San Franciscos  20akland
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Disclaimer- A brand names and logos are the property of their owners and are used on this website for identification purposes only. The use of such brand names and logos does not imply product endorsement. Securs technology

notation is self-reported by the company and nof independently verfied by Visa.

Agents DBA: Visa Inc. (including Visa Debit Processing and Profile
IntelliLink Compliance Management) -
Technology: TOKENIZATION
Participation History:  N/A
Region of Operation: ~ AP,CEMEA,LAC, U5 ,CAN
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2. Distinguish service providers who
support secure technologies

VISA


http://www.visa.com/onthelist

Visa Global Registry of Service Providers Enhancements

3. Enhanced search functionality

Find a Service Provider

Company Name Validation Type Service Provider Type Region of Operation

Enter Company Mame - Please Click fo Select -

L3

- Please Click to Select -

L3
L3

- Please Click o Select -

_—
Assessor Services Covered By Review Location Country Location State
- Please ClickWo Select - * - Please Click fo Select - * - Please Click to Select - =
Participation History Secure Technology Supported Valid Through Date
- Please Click to Select - # - Please Click fo Select - # Enter Validation Start Date Enter Validation End Date
‘Collapse Search Option & Clear All

4. Capability to showcase service providers

Featured Service Providers: Early Adopters of PCI DSS v3.2
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http://www.visa.com/onthelist

Agent Registration Tool Enhancements

> Improve workflow process and performance of existing registration tool
» Adding new reporting features and functionality

» Improve workflow process and performance of existing registration tool

VISA

Third Party Agent Reporis Admin

Program Request Management

Welcome to the Client Self Service portal

TPA

Third Party Agent (TPA) regisfration is required for all entities providing solicitation acfivities, managed services and/or storing, processing or transmitting Visa cardholder data for
Visa clients (or on behalf of their merchants or agents). Visa clients are required to perform due diligence reviews to ensure that they understand the agent's business model,
financial condition, background and Payment Card Industry (PCI) compliance status.

Click here for more information

Request Access to a Module
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2017 Visa Payment Security Symposium




2017 Visa Payment Security Symposium

summit 201/

THE FUTURE IS DIGITAL ~ SECURING A CONNECTED WORLD

Save the Date!

2017 Payment Security Symposium

August 22 — 23 Hyatt Regency
San Francisco Airport
1333 Old Bayshore Hwy
Burlingame, CA 94010
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Upcoming Events & Resources

Upcoming Events — Training page on
Visa Payment Security Symposium — August 22 and 23
Hyatt Regency SFO Airport in Burlingame, California
Visa Data Security Website —
"What To Do If Compromised” Guide
Security Alerts, Bulletins
Best Practices, White Papers
Webinars
PCl Security Standards Council Website —
Data Security Standards — PCI DSS, PA-DSS, PTS
Programs — ASV, ISA, PA-QSA, PFI, PTS, QSA, QIR, PCIP and P2PE

Fact Sheets — ATM Security, Mobile Payments Acceptance, Tokenization, Cloud

Computing, and many more...
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http://www.visa.com/cisp
http://www.visa.com/cisp
http://www.pcissc.org/

Questions?
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